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Best practice HYT g FHe T 67A 1 

DG6 Remedial Measures: 
Immediate: 

Backup data from the computer, format the hard disk, re-install OS, 

Applications and Antivirus. 

Change passwords of emails and other online services from another 

ARO 

secure computer. 

General Best practiee: 

Always keep the OS (Windows), Applications and Antiviruus updated 

with latest security patches. 
Do not open/reply to any suspicious mail. Don't click any hyperlinks/ 

web links/URLs mentioned in the body of such mails. 

Scan mail attachments before downloading /opening. 

Internet connected computers should be used with a "Standard" 

account for daily activities, not with "Administrative" account. 
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Don't enable VBS Macro when asked for while opening Microsoft 

documents (doc/docx, mdb/mdbx), by default, Microsoft products 

come with VBS Macro disable. 

Periodically check last log-in activity for any unauthorized access.If 

any suspicious activities like email access from foreign [P addresses, 
clicked to phishing links, opening of any executable etc. happened, the 

computer should be immediately disconnected from Internet and LAN. 

PRTP 3 

Ic(Sr 1.7 



{ "type": "Document", "isBackSide": false }


{ "type": "Document", "isBackSide": false }

